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ABSTRACT

This doctrinal legal research examines the legal protection of data privacy within the big
data ecosystem. The analysis reveals that conventional legal constructs, which rely on
individual consent and purpose limitation, face fundamental obsolescence when
confronted with the massive volume, high velocity, and wide variety of modern data
processing. These characteristics render notice-and-consent mechanisms hollow and
fragment accountability across multiple actors in the data chain. This study proposes a
reconstructed normative framework that reinterpretates established Fair Information
Practice Principles and introduces five supplementary principles proportionality,
precaution, algorithmic fairness, collective data governance, and enhanced portability.
The proposed framework shifts legal protection from a static ex-ante control model
toward a dynamic, risk-based oversight regime that monitors continuous data flows and
usage. Effective legal protection does not obstruct innovation; rather, it ensures that data-
driven development proceeds within boundaries that respect human dignity and
individual autonomy. This research contributes to legal scholarship by bridging the gap
between individual privacy rights and systemic data processing realities. For
policymakers, the findings offer clear guidance for drafting legislation that incorporates
accountability mechanisms and technical audit provisions. The study concludes that a
legal transformation is imperative, requiring not mere amendment but a fundamental
reorientation of how law perceives and regulates personal data. Regulators must develop
technical expertise to audit algorithms, while businesses must embed privacy principles
into system architecture from the outset. This research thus provides a comprehensive
roadmap for building a responsive and just data protection regime.

Keywords: Data privacy, big data analytics, legal framework, normative reconstruction,
algorithmic accountability, consent mechanics, data governance.

INTRODUCTION

The development of information technology over the past two decades has generated a flow
of digital data whose volume exceeds traditional processing capabilities. Digital
transformation has brought major changes to the global economy, including through the
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growth of electronic commerce that generates large volumes of data flows (Hartana et al,,
2024). Every human activity ranging from banking transactions, information searches, and
social media interactions to physical movements tracked via mobile devices leaves a digital
footprint recorded and accumulated in giant databases. Big data is not merely a technical
term, but a new social reality that alters how public and private institutions make decisions,
design policies, and offer services. The development of information technology, particularly
big data and data analytics, helps managers make more objective decisions through
processing large amounts of information to support business strategies (Ali & Darmawan,
2023). Analytical capabilities applied to large datasets enable the identification of
behavioral patterns, trend predictions, and service personalization with a level of precision
previously unattainable (Abdeldayem, 2023). However, behind these benefits, the massive
and continuous collection of data raises fundamental questions regarding the boundaries
of data collectors' authority over individuals' personal information. Individuals often lose
control over their own data because collection processes occur covertly and without
explicitly understood consent. Information asymmetry between data owners and data
collectors has become a defining feature of the contemporary digital landscape.

Privacy as a fundamental right comes under severe pressure from the logic of big data,
which prioritizes value extraction from every piece of information. The right to self-
determine when, how, and for what purpose personal data is used is undergoing erosion
because consent mechanisms designed in the pre-digital era are no longer adequate
(Ryan, 2019). Consent granted by checking a long checkbox does not reflect a conscious
choice, but rather compliance with unread terms. In the big data ecosystem, aggregating
diverse data sources generates new information never previously agreed upon by the
individual, rendering the concept of specific purpose-based consent obsolete. Personal
data that should be protected can be misused, thereby harming individuals and
diminishing public trust in digital services (Aziz et al., 2023). Legal protection relying on
notification and consent faces a crisis of relevance, as every data transaction involves
multiple parties and shifting purposes aligned with analytical advances. This loophole is
exploited by business operators to claim legitimacy for data processing under the guise of
legitimate interests, while individuals lack an equal bargaining position. Consequently,
privacy violations frequently occur not due to an absence of rules, but because existing
rules were not designed to address the complexity of large-scale data processing.

Big data and analytics offer economic benefits while simultaneously presenting legal risks,
necessitating a balance between business opportunities and legal protections (Bashori et
al, 2024). Various jurisdictions have begun responding by establishing specific legal
frameworks for personal data protection; however, the approaches taken vary widely and
are often reactive to breach incidents (Liu, 2024). The European Union, through the General
Data Protection Regulation, sets a high benchmark by granting strong rights to data
subjects, including the right to be forgotten and the right to data portability. The United
States favors a sectoral approach that differentiates protection based on data types and
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industry sectors, resulting in no comprehensive federal personal data protection law. In
Asia, several countries such as Japan and South Korea have revised their data protection
laws to accommodate big data challenges, while others remain in policy formulation stages.
This diversity reflects differences in cultural values, economic interests, and legal traditions
across nations. However, these disparities also create issues when data flows across
borders, as lower protection standards in one jurisdiction can become loopholes for data
exploitation from another. As Solove (2008) noted, legal approaches to privacy often get
trapped in a dichotomy between absolute protection and complete freedom, whereas social
reality requires a dynamic balance that considers the interests of diverse stakeholders.

Big data not only expands data volume, but also transforms the nature of data itself from static
to dynamic and from structured to unstructured. The characteristics of volume, velocity,
variety, and veracity demand legal approaches capable of keeping pace with technological
changes without sacrificing legal certainty (Fleckenstein & Fellows, 2018). Data from
communications, transactions, and customer interactions can help companies identify
specific patterns and tailor services according to customer needs and expectations (Essa et
al, 2024). Overly rigid regulation will stifle innovation, whereas overly lax regulation
jeopardizes individual rights. This issue is further complicated by the use of artificial
intelligence and machine learning algorithms that process data in ways not entirely
predictable by their designers. Automated decisions based on personal data can affect an
individual's access to credit, employment, insurance, and public services without clear appeal
mechanisms. In such situations, legal protection of data privacy must transcend mere rules
on collection and storage to encompass data processing, sharing, and erasure. Tene and
Polonetsky (2012) reminded that traditional approaches focused on restricting data
collection become less effective, as the value of big data lies precisely in the ability to combine
and analyze data from multiple sources. Therefore, legal frameworks need to shift from
control at the point of entry toward continuous oversight of data use and data flows.

The ever-changing development of the digital economy creates new opportunities while
raising questions regarding economic interests, data protection, and legal certainty for
the public (Aryanto et al., 2024). In Indonesia, personal data protection gained public
attention following several consumer data breach cases involving financial institutions
and digital platforms. The Electronic Information and Transactions Law and its derivative
regulations govern personal data aspects in a limited capacity, yet fail to provide clear
definitions and effective enforcement mechanisms (Lestari & Rasji, 2024). This ambiguity
creates a gray area exploited by data collectors to evade accountability. The draft personal
data protection bill discussed in parliament indicates an awareness of the importance of
specific regulation, but the lengthy legislative process signifies the complexity of the
interests involved. In a society where mastery of information technology remains
unequal, legal protection efforts frequently clash with the imperatives of digital economic
development and ease of doing business. The fundamental question that arises is how the
law can acknowledge the reality of big data without losing its normative function—
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namely providing certainty, justice, and benefits for all citizens. This study seeks to fill the
gap in legal studies by specifically examining data privacy protection from structural and
normative perspectives, rather than solely from technological or economic viewpoints.
Thus, an in-depth analysis of existing legal frameworks and the principles that should
serve as the foundation for data protection becomes an indispensable first step.

The main problem faced in the legal protection of data privacy in the big data era stems
from the inability of conventional legal instruments to reach modern data processing
practices. Existing statutory regulations were largely created prior to the explosion of
digital data, so concepts such as personal data, consent, and processing purpose were
formulated based on the assumption that data is collected in a limited manner and for
specific purposes. Big data shatters these assumptions because collected data can be
repurposed repeatedly for various ends unrelated to the initial objective, often without
the data subject's knowledge (Talapina, 2023). Uncertainty regarding who is responsible
for data protection increases as the data processing chain involves multiple entities—
from collectors, storers, and processors to data analysts. Each party can claim to act
merely as an intermediary or service provider, leaving legal responsibility fragmented.
On the other hand, individuals as data owners lack adequate access to information about
how their data is processed, preventing them from detecting violations or asserting their
rights. This structural inequality places data subjects in an extremely weak position, while
business operators reap benefits from information asymmetry.

Another equally critical problem is the absence of effective law enforcement mechanisms
for large-scale data privacy violations. Data breaches represent one of the primary risks
accompanying technological advancements and large-scale data utilization (Mujisulistyo et
al,, 2024). Data leaks involving millions of records often end merely with administrative
warnings or fines disproportionate to the harm caused. The burden of proof in data breach
cases is extraordinarily difficult because violations occur in digital spaces where evidence
is technical and easily altered. General courts face obstacles in understanding digital
evidence, while specialized oversight bodies frequently lack resources to conduct thorough
investigations (Spanca & Salihu, 2024). Consequently, the deterrent effect of legal sanctions
remains very low, and personal data protection relies more on the good faith of business
operators than on the threat of sanctions. The low effectiveness of law enforcement fosters
the perception that data privacy is an unenforceable right, causing individuals to lose trust
in the legal system. In the long run, this loss of trust can impede public participation in the
digital economy, as people become reluctant to share data even for beneficial services.
[ssues of legal protection cannot be separated from those of law enforcement institutions
and evidentiary procedures that are adaptive to the characteristics of big data.

Personal data has become a strategic commodity whose value equals that of natural
resources, and in some cases is even more valuable because it is renewable and generates
continuous insights. When personal data is exploited without protection, individuals lose
autonomy over themselves, as decisions concerning their lives are dictated by digital
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profiles unfamiliar to them. This loss of autonomy undermines human dignity and the
principle of equality, because digital profiles often contain biases that reinforce
discrimination against vulnerable groups. A society lacking strong data protection will
face the threat of mass surveillance that can silence freedom of expression and political
participation. Experiences in various countries show that personal data collected for
commercial purposes can easily be accessed by security apparatuses, creating a
surveillance ecosystem where it is difficult to distinguish between state and corporate
action. This condition threatens the pillars of democracy and human rights, as privacy is
not a privilege, but a prerequisite for true freedom.

Across various countries, legal systems are continually developed to balance open data
utilization with public privacy protection (Karwati et al., 2024). The drive to construct a
legal framework responsive to big data is also motivated by the need to maintain national
digital economic competitiveness amidst global competition. Countries capable of
providing credible data protection will attract foreign investment, as multinational
corporations require legal certainty to process cross-border data (Dai, 2021). Conversely,
countries with low protection standards will be avoided by compliance-oriented
international business operators, while simultaneously becoming havens for
irresponsible actors. A poor reputation in data protection can trigger sanctions from
trading partners and erode consumer trust. Conversely, over-regulation without regard
for industry needs can stifle innovation and create entry barriers for small and medium
enterprises. Therefore, data protection policy formulation must be grounded in a balance
obtained through a comprehensive examination of the legal nature of data, individual
rights, and collective interests. Without such analysis, policy steps risk being misdirected
and producing unintended consequences. This study aims to provide a conceptual
foundation for such policy formulation through normative and comparative analyses of
various legal approaches developed globally.

The research questions forming the focus of this study are how the characteristics of big
data affect the current construction of personal data protection law, and what legal
principles can serve as the foundation for establishing a personal data protection
framework suited to the reality of big data. This study aims to produce a comprehensive
legal analysis of the gaps between existing personal data protection regulations and the
demands of the big data era, as well as to formulate normative principles to serve as
guidelines for lawmakers and policy stakeholders.

METHODS

This normative-qualitative legal research relies entirely on a literature study without
involving field data collection such as interviews, observations, or surveys. Grounded in
Chynoweth's methodological framework, a doctrinal approach is applied to thoroughly
examine concepts, principles, and written norms sourced from both library collections
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and electronic databases. The legal materials analyzed comprise three tiers: primary legal
materials consisting of statutory regulations related to data protection; secondary
materials including textbooks and scientific journal articles on privacy and big data; and
tertiary materials such as legal dictionaries. The search was conducted systematically
across institutional repositories and accredited journals to explore the meaning of legal
norms amidst technological escalation.

The data processing and analysis procedure applies the SALSA (Search, Appraisal,
Synthesis, Analysis) framework by Grant and Booth (2009). The process begins with a
thematic keyword-based literature search, followed by an evaluation of source credibility
and relevance. Validated findings are then synthesized into groups of legal arguments
aligned with the research questions. Subsequently, a comprehensive analysis is
conducted to yield a coherent normative interpretation. The validity and reliability of this
study are maintained through logic-consistency testing of arguments, the use of vetted
references, and transparent, accountable documentation of the search process.

RESULTS AND DISCUSSION

The Influence of Big Data Characteristics on the Existing Legal Construction of
Personal Data Protection

The existing legal construction of personal data protection across various jurisdictions is
built upon foundational assumptions that data collection occurs in a limited manner, for
explicit purposes, and with informed consent provided by individuals. This assumption
originates from the era preceding the digital data explosion, when data storage and
processing capacities were expensive and constrained. The law presupposed that data
subjects knew reasonably well what data was collected, by whom, and for what purpose,
making consent a central instrument to legitimize data processing (Giannopoulou, 2020).
However, big data shatters these assumptions. The volume of data collected daily reaches
scales never previously imagined, making it impossible for individuals to fully
comprehend the types of data footprints they leave behind and how that data is processed.
Data collection occurs continuously across every digital interaction, often unnoticed, and
data once deemed irrelevant can become highly valuable upon aggregation with other
datasets. Consequently, the consent mechanism serving as the backbone of legal
protection loses its substance, transforming from a conscious choice into a mere formality
masking individual powerlessness.

The characteristic of immense volume in big data renders every attempt to seek separate
consent for each data use impractical and disruptive to user experience. Regulations
mandating notice and explicit consent for every processing purpose create information
noise that makes individuals increasingly indifferent to what they agree to. Practice shows
that the length and complexity of privacy policies lead most users to check consent boxes
without reading the contents, fulfilling formal requirements without reflecting actual
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intent. This condition is termed illusory consent, wherein consent is legally deemed valid
but sociologically meaningless. Laws anchored in individual consent are unable to
address the reality that in a big data ecosystem, every individual action generates data
subsequently processed multiple times in unpredictable ways. When consent is granted
for purpose A, but the data is later utilized for entirely different purposes B, C, and D, the
legal protection afforded by initial consent becomes irrelevant. Thus, volume illustrates
the law's inability to accommodate the reality of continuous data flows and shifting
processing purposes over time.

The velocity of data processing in big data creates friction with legal procedures
constructed on a different temporal logic. Data protection regulations generally require
notification to data subjects prior to or at the time of collection, along with access and opt-
out opportunities before data utilization. These procedures were designed for situations
where data collection occurs at a single point in time and processing unfolds over a set
period. In big data, processing occurs in real-time, with algorithms constantly updating
analyses as new data arrives (Talapina, 2023). This velocity makes pre-processing
notification impossible, as data is processed immediately upon receipt. Consequently, the
data subject's right to know and control processing lags behind a technological rhythm
far faster than the legal rhythm. Appeal or objection procedures taking days or weeks
become useless when data-driven decisions occur in fractions of a second. Velocity also
complicates data erasure, as data already processed into profiles or predictions cannot
easily be removed without compromising established analytical outputs. This temporal
misalignment places the law in a reactive, perpetually delayed position, rendering
protection superficial and applicable only to cases detected after harm has occurred.

Variety, encompassing structured, semi-structured, and unstructured data, complicates
the legal definition of what constitutes personal data. Traditional data protection law
defines personal data as information directly or indirectly identifiable to an individual,
such as name, address, identification number, or photograph. This definition relies on the
ability to link data to a specific individual identity. In big data, data variety enables
identification through combinations of data that appear non-personal at first glance, such
as movement locations, shopping habits, browsing patterns, or keystroke dynamics. Data
not directly containing identity become hyper-specific when combined, identifying
individuals without needing names or addresses. Laws protecting only data that directly
identifies a person prove inadequate, as the majority of big data consists of anonymous or
pseudonymous data. This loophole is exploited to claim such data falls outside legal
protection, allowing unconstrained processing. Conversely, identity-masking techniques
viewed as solutions often prove fragile, as sufficient data volume enables re-identification.
Data variety also complicates the application of data minimization principles, as big data
practices encourage maximal collection for future analytics, directly contradicting the
principle that only necessary data should be gathered.

Data quality, or veracity in big data terminology, raises questions regarding responsibility
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for the accuracy of processed data. High-volume data frequently contains errors,
duplications, incompleteness, or biases from diverse sources. Data protection law grants
data subjects rights to rectify inaccurate data; however, exercising this right becomes
difficult when inaccuracy stems not from a single datum, but from statistical patterns or
algorithmic predictions (Keskar etal.,, 2021). For instance, an individual may be classified
as a high creditrisk based on correlations that do not reflect their personal characteristics,
yet rectifying their personal data does not alter the classification because it results from
aggregate analysis. In such scenarios, data subjects lack avenues to demand correction
because the error lies not in specific data, but in analytical methods and predictive models.
Furthermore, data entering big data systems often originates from unverified sources,
blurring accuracy obligations among collectors, processors, and end users. Regulations
governing only data accuracy obligations fail to address issues originating from analytical
processes. This condition leaves data subjects increasingly vulnerable, as profiles formed
from inaccurate data impact their lives without offering effective channels for objection.
Systemic inaccuracy undermines procedural fairness in data protection, depriving
subjects of adequate means to defend the truth about themselves.

The economic value of big data incentivizes repeated data utilization for purposes
unanticipated at collection. The purpose limitation principle adopted across nearly all
data protection regimes mandates that data be used solely for notified and consented
purposes. Yet the logic of big data is inverted: data is gathered in hopes of discovering new
value later. Businesses resist restricting data use to avoid losing innovation opportunities
that might emerge from the same data. The conflict between economic value and legal
certainty becomes acute in practice, as attempts to tighten purpose restrictions are
viewed as stifling analytics. Existing laws offer loopholes through legitimate interest
grounds for controllers, yet this concept is so broad that it is easily misinterpreted.
Lacking a clear definition of legitimate interest, any commercial goal can be claimed as
such. Consequently, purpose limitation becomes meaningless as daily big data practices
violate the principle without consequence. Effective legal protection requires
mechanisms balancing data value with individual rights, yet current legal constructions
lack adequate tools for such balancing, having been designed for a world where data value
was limited and predictable.

Aggregating data from multiple sources within a big data ecosystem generates new
information that cannot be traced back to original sources, creating issues surrounding
ownership and responsibility for derivative information. When data from banking, e-
commerce, social media, and location sensors combine, the result is a detailed individual
profile never explicitly approved by the person. Law does not clearly regulate whether
derivative information constitutes protected personal data and who holds responsibility
for its accuracy and use (Talapina, 2023). Businesses often claim derivative information
as intellectual property resulting from analytical investment, refusing to grant data
subjects access to it. This claim contradicts the principle that personal data remains the
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right of the subject even after processing, yet insufficient jurisprudence exists to affirm
that stance. Data aggregation also creates cross-sectoral issues, where data gathered by
one entity is used by another with no direct relationship to the individual, severing the
chain of accountability. Individuals do not know who to hold accountable if errors exist in
derivative profiles, as each entity shifts responsibility to others. This ambiguity is a direct
consequence of an open ecosystem structure, differing from the closed processing
systems assumed by traditional data protection law.

The involvement of multiple parties across the big data processing chain complicates the
controller and processor framework that serves as the pillar of responsibility in data
protection regulation. In existing law, the controller determines processing purposes and
means, while the processor processes data on the controller's behalf. This division is
distinctin traditional organizational structures; however, in big data, roles overlap as data
is processed collaboratively by entities that can each influence processing purposes and
means. Digital platforms providing services to users while selling data to advertisers and
partners position themselves as controllers while acting as processors for third parties.
When violations occur, data subjects cannot determine which party is actually
responsible, as each points to the other as the primary controller. Laws governing joint
and several liability remain rarely applied and are often constrained by jurisdiction.
Processing chain complexity is further compounded by cloud computing, where data is
stored and processed across data centers in different countries, shifting liabilities
according to storage location. This condition creates de facto impunity, as no single entity
feels fully accountable, leaving data subjects without clear channels to lodge objections or
claims. Existing legal constructions were not designed to cover long, complex data value
chains, rendering legal liability fragmented and ineffective.

Automated decision-making leveraging big data and artificial intelligence presents
unresolved transparency and accountability issues within the legal framework of data
protection. Corporate obligations to maintain data transparency and security, as well as
satisfy rights of access, correction, and deletion, place companies as parties responsible for
managing data within digital systems (Osean et al,, 2024). Automated decisions affecting
access to employment, credit, housing, or public services are often made by complex
algorithms that cannot be simply explained to data subjects. The right to receive an
explanation regarding automated decisions mentioned in several regulations proves
difficult to fulfill, as machine learning models operate in non-linear ways (Mougdir, 2020).
Data controllers can explain variables used, but cannot explain why a specific variable was
weighted in a particular case. In practice, explanations provided are often generic, failing to
help data subjects understand decisions made about them. Consequently, the right to object
becomes an empty right, as subjects cannot formulate convincing arguments without
understanding decision baselines. Algorithms may also contain biases unknown to
designers, resulting in discrimination against specific groups, yet proving such
discrimination is difficult due to non-transparent processes. Traditional data protection law
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lacks instruments to audit algorithms or mandate impact assessments prior to deploying
automated decisions. The absence of these tools leaves a major gap in legal protection, as
decisions impacting individual lives most severely remain outside effective legal oversight.

Data subject rights guaranteed by data protection regulations such as rights of access,
correction, and erasure face real technical hurdles when applied in big data environments.
Personal data in big data is not stored in a single centralized database, but is dispersed
across multiple systems, often in unstructured formats. To fulfill access requests,
controllers must execute cross-system searches that are costly and time-consuming.
Many controllers intentionally make access procedures complex and convoluted to
reduce submitted requests, as each request requires non-trivial technical resources.
Erasure rights, known as the right to be forgotten in some jurisdictions, become nearly
impossible to execute because data absorbed into analytical systems cannot be deleted
without damaging constructed models. Even if data is erased from primary databases,
copies may remain in backups, system logs, or machine learning models that have
absorbed patterns from the data. Legal protection providing rights normatively without
clear technical obligations for fulfillment generates disparities between recognized rights
and the ability to exercise them. Data subjects possess formal rights, but cannot exercise
them effectively in practice. This condition reduces the credibility of legal protection and
reinforces perceptions that data protection law is more symbolic than substantive.

Law enforcement regarding data privacy violations in the big data ecosystem faces serious
difficulties, as violations frequently cross international borders and impact mass victims.
Data breaches affecting tens of millions of individuals cannot be handled through standard
civil litigation due to immense costs and complexity. Class action or representative lawsuits
in some countries serve as available instruments, but procedures are drawn out and
outcomes uncertain, particularly when violations are committed by multinational
corporations possessing vast legal resources (Aura et al.,, 2024). Courts also face difficulties
handling digital evidence, as proof requires scarce, expensive experts, and digital evidence
integrity is frequently questioned due to ease of alteration. Data protection supervisory
authorities, though granted investigative powers, frequently lack staff and budgets to
process growing complaint volumes. Fines imposed in many cases are disproportionate to
profits businesses gain from unlawful processing, causing fines to be treated merely as
operational costs. The lack of a deterrent effect leads to repeated violations, while legal
protection remains at the level of rhetoric. Thus, big data characteristics not only impact
the substance of rights, but also undermine the effectiveness of enforcement mechanisms
meant to serve as the ultimate guarantee of legal protection.

The characteristics of big data including volume, velocity, variety, veracity, and value are
fundamentally incompatible with the assumptions underlying current legal constructions
of personal data protection. Law was built upon a model of data processing that is limited,
centralized, static, and predictable, whereas big data operates on a model that is massive,
dispersed, dynamic, and open to exploration. This mismatch causes data protection
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norms ranging from definitions of personal data, consent, purpose limitation, and data
subject rights to enforcement mechanisms to become ineffective in delivering meaningful
protection. Businesses can easily exploit loopholes arising from this incompatibility to
evade responsibility, while data subjects lose the protection they ought to receive. Legal
protection of data privacy in the big data era requires a reconstruction of the normative
framework that does not merely adjust terminology, but alters the philosophical and
operational foundations of how the law views personal data. Without such reconstruction,
any remedial effort will produce only patches incapable of sealing structural leaks in the
existing protection system. This analysis serves as a departure point for identifying new
legal principles that can form the foundation for a data protection framework suited to
the reality of big data, as will be elaborated in the subsequent section.

Legal Principles for a Personal Data Protection Framework Adaptive to Big Data
Realities

The search for legal principles that can serve as the foundation for a personal data
protection framework in the big data era must begin with the acknowledgment that
hitherto used approaches are no longer adequate. The Fair Information Practice
Principles developed in 1973 by the U.S. Department of Health, Education, and Welfare
served as the foundation for data protection regulations worldwide. These principles
encompassed prohibitions on secret data-keeping systems, individual rights to know
collected data and its uses, rights to prevent data use beyond consented purposes, rights
to correct data, and organizational duties to assure data reliability and prevent misuse.
This framework was subsequently adopted and expanded by the Organisation for
Economic Co-operation and Development through its Guidelines on the Protection of
Privacy and Transborder Flows of Personal Data in 1980, revised in 2013. The OECD
Guidelines contain eight principles: collection limitation, data quality, purpose
specification, use limitation, security safeguards, openness, individual participation, and
accountability. These principles have served as global benchmarks for establishing data
protection legislation across various countries. However, as detailed in the preceding
section, big data characteristics render these principles difficult to apply effectively.
Consequently, a reordering of these principles is required to maintain relevance without
sacrificing core values intended for protection. This reordering does not imply discarding
existing principles altogether, but rather reinterpreting and expanding their scope to
align with contemporary data processing realities.

The first principle requiring reinterpretation is the collection limitation principle, which
in traditional formulations requires data collection to be lawful, fair, and conducted with
the knowledge or consent of the data subject. In big data, data collection occurs
continuously and often imperceptibly, rendering knowledge and consent requirements
difficult to fulfill. Reinterpreting this principle requires shifting focus from collection itself
toward continuous notification and control mechanisms. Rather than mandating advance
consent for every collected data type, an adaptive legal framework can require periodic
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notifications regarding collected data types and grant data subjects opportunities to opt
out of specific future data uses. This approach, known as continuous opt-out, affords
individuals control without sacrificing the seamless data collection defining big data. The
collection limitation principle must also expand to encompass obligations for data
collectors to periodically review and erase no longer necessary data, preserving data
minimization principles even at scale. This reinterpretation recognizes massive data
collection as an inevitability in digital ecosystems while upholding accountability for
collected materials and management practices.

The purpose specification and use limitation principles represent the two principles most
impacted by big data logic, as big data relies precisely on data usage for goals unspecified
in advance. The purpose specification principle requires collection purposes to be stated
at collection and subsequent uses limited to those purposes or non-contradictory
alternatives (Forgé et al., 2017). In big data, processing purposes frequently shift as new
patterns and insights emerge from identical datasets. Reinterpreting this principle
involves distinguishing between primary and secondary purposes. Primary purposes
form the core basis for collection and require explicit consent from data subjects, whereas
secondary purposes emerge later, requiring notification and opt-out opportunities. Legal
frameworks can also mandate that data controllers perform impact assessments before
using data for new purposes significantly differing from initial objectives. Impact
assessments function as internal oversight mechanisms ensuring new data uses generate
no disproportionate risks to individual privacy rights. Under this approach, purpose
limitation no longer acts as an innovation barrier while remaining an effective control
instrument against data misuse. This approach aligns with ideas that data protection must
be dynamic and follow data flows rather than regulating solely at entry points.

The data quality principle, requiring data to be accurate, complete, and updated as
necessary, faces massive challenges in big data because volume and velocity render
individual verification impractical. Reinterpreting this principle requires distinguishing
between data used for individual decision-making and data used for aggregate analysis.
For data used in individual decisions bearing significant impacts—such as credit
determinations, employment, or service access—accuracy duties must be strictly
enforced alongside easily accessible correction mechanisms. For data used in aggregate
analysis, accuracy duties can translate into transparency obligations regarding data
sources, processing methods, and analytical uncertainty levels. Data subjects hold rights
to know that decisions affecting them rely on data of specified accuracy levels and possess
opportunities to challenge those decisions. This approach recognizes that not all big data
can be individually verified while maintaining accountability for inaccurate data usage.
The data quality principle must also expand to cover obligations identifying and
mitigating data and algorithmic biases, as bias constitutes systemic inaccuracy that
frequently goes undetected. Thus, data quality is no longer understood purely as factual
truth, but as procedural fairness in data processing.
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The openness principle, requiring transparent general policies regarding developments,
practices, and policies related to personal data, must be reinforced in the big data era
because processing complexity hinders data subjects from understanding what occurs
with their data. Openness cannot consist merely of long, complex privacy policies, as such
policies reduce user understanding. An adaptive legal framework should mandate
concise, clear, and easily understandable information for lay users, presented in formats
enabling cross-service comparisons (Bruening & Culnan, 2016). Openness must also
cover access to information regarding algorithms used in automated decision-making, at
least regarding variables used and relative weightings. Although full algorithmic
transparency may not always be feasible due to intellectual property constraints,
openness regarding foundational decision logic remains a prerequisite for accountability.
The openness principle must also encompass obligations to notify data subjects of
personal data breaches within reasonable timeframes, enabling self-protection measures.
Under this approach, openness transforms from a passive, reactive requirement into an
active instrument empowering data subjects to protect their rights.

The individual participation principle, granting individuals rights to access, correct, and
challenge data relating to them, faces serious technical hurdles in big data as data is
dispersed across diverse systems and formats. Reinterpreting this principle requires
considering standard interfaces and machine-readable data formats to facilitate data
access and portability. Data subjects hold rights to receive their data in structured formats
transferable to alternative service providers, preventing vendor lock-in within a single
digital ecosystem. Participation rights should also expand to include inputs regarding
specific data uses, including rights to withdraw previously granted consent. In big data
contexts, consent withdrawal does not imply erasing all data as data may be integrated
into analytical models—but at least mandates halting data usage for new purposes and
removing data from active systems. Individual participation mechanisms must also
encompass easily accessible, responsive grievance channels, sparing data subjects
lengthy court processes merely to correct erroneous data. Under this approach, individual
participation becomes an actionable, effective right rather than a formal paper promise.

The accountability principle, obligating data controllers to comply with data protection
principles, becomes increasingly paramount in the big data era because processing
complexity makes external oversight difficult. Accountability within an adaptive
framework must translate into comprehensive documentation obligations covering
entire processing lifecycles from collection, storage, processing, and sharing to erasure
(Vedder & Naudts, 2017). This documentation must be available for audit by independent
supervisory authorities and, within defined limits, interested data subjects.
Accountability also encompasses mandatory periodic data protection impact
assessments, particularly before deploying new processing systems or utilizing data for
novel purposes. These impact assessments must identify privacy risks, implemented
mitigation measures, and determinations regarding risk acceptability. Data controllers
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must also appoint data protection officers responsible for ensuring compliance and
serving as contact points for data subjects and supervisory bodies. Accountability is no
longer merely ex post but also ex ante, as controllers must demonstrate compliance
before breaches occur rather than after detection. This approach shifts evidentiary
burdens from data subjects and oversight authorities to data controllers, who possess
superior knowledge of their own systems.

Beyond reinterpreting existing principles, a big data-adaptive protection framework
requires new principles absent from traditional formulations. The first necessary addition
is the proportionality principle, requiring data controllers to balance processing interests
against data subject privacy rights. Proportionality mandates that data processing align
with legitimate objectives, where benefits derived do not fall short of risks posed to
individual privacy. This principle provides room for case-by-case evaluations, preventing
controllers from claiming any processing is lawful merely due to commercial interests.
Proportionality also dictates that collected data be necessary, prohibiting controllers
from gathering data beyond stated purpose requirements. In practice, proportionality can
be implemented through mandatory assessments prior to initiating new processing
operations and periodic reviews thereafter. This principle provides a normative basis for
overseeing excessive data collection and unnecessary usage practices.

The second required new principle is the precautionary principle, obligating data
controllers to anticipate potential processing risks and implement preventive measures
before harm materializes. Big data characteristics often render risks invisible until
breaches occur, making reactive approaches inadequate. The precautionary principle
requires controllers to systematically identify risks, including data leaks, data misuse,
algorithmic discrimination, and reputational damage to data subjects (Batey, 2022).
Required preventive steps encompass data encryption, access controls, employee
training, and internal processing policy development. The precautionary principle also
mandates emergency response plans for breach incidents, minimizing harm and ensuring
rapid notification to data subjects. This approach shifts data protection paradigms from
reactive to proactive, aligning with accelerating, complex technological advances.

The third new principle is algorithmic fairness, which recognizes that automated decisions
based on big data can produce discrimination and injustice undetected by traditional data
protection mechanisms. Algorithmic fairness obligates data controllers to test algorithms
for bias and discrimination, taking concrete steps to mitigate identified biases. Testing must
occur prior to deployment and periodically thereafter, as bias can emerge from new data or
shifting user behaviors. Test results must be documented and available for audit by
supervisory bodies. Algorithmic fairness also encompasses obligations to provide
meaningful explanations to data subjects regarding automated decisions affecting them,
including variables used and decision baselines. Explanations need not reveal complete
algorithmic code, but must suffice to enable data subjects to understand and challenge
decisions. This principle addresses gaps in traditional frameworks that focus solely on data
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itself, without regard to how data is processed to make decisions.

The fourth new principle is collective data governance, recognizing that personal data
protection cannot be placed entirely on individuals given their limited capacity and
resources. Big data involves mass-scale processing affecting groups and society as a whole,
not merely individuals. Collective data governance mandates representing collective
interests in data processing decision-making through mechanisms like public consultations,
stakeholder participation, and data ethics boards. This principle also obligates controllers to
consider societal impacts of data processing beyond individual data subjects. In practice, this
principle can be implemented through mandatory social impact assessments before
deploying new processing systems and involving civil society organizations in data
protection oversight. This approach recognizes privacy as a social value rather than solely an
individual right, requiring collective participation for its protection.

The fifth new principle is expanded data portability, which not only grants individuals
rights to transfer data between service providers, but also mandates inter-system
interoperability. In big data, data value increases when combined with cross-source
datasets, making portability a key instrument to prevent excessive data concentration
within single entities. Expanded portability requires controllers to provide data in
structured, machine-readable formats and support interoperability standards enabling
cross-system data exchanges. This principle also includes individual rights to request
direct data transmission to alternative service providers without unnecessary technical
barriers. Effective data portability enhances digital market competition, allowing users to
switch easily to providers offering superior data protection (Laje & Schmidt, 2024). Thus,
portability protects individual rights while driving improved protection standards
through market mechanisms.

Implementing these new principles requires fundamental changes in data protection
institutional structures. Supervisory authorities must be granted broader powers, including
technical audit authority over data processing systems and algorithms, as well as powers
to impose proportionate sanctions for violations. Supervisory bodies must receive
adequate resources, including technical expertise in data and artificial intelligence, as big
data oversight requires understanding evolving technologies. Dispute resolution forms a
vital component of modern economic activities and data protection, as data use or breaches
create conflicting interests, interpretations, and claims among parties (Junaidi et al.,, 2024).

An adaptive legal framework must also offer swift, low-cost dispute resolution
mechanisms, as traditional civil litigation is too slow and expensive for mass-victim data
breaches. Mechanisms such as class actions, collective complaints, and mandatory
mediation serve as effective alternatives. Furthermore, international cooperation is
essential, as data flows unimpeded across borders and breaches frequently span multiple
jurisdictions. Adaptive legal frameworks should facilitate cross-border cooperation
through mutual recognition mechanisms, mutual legal assistance, and protection
standard harmonization.
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A personal data protection framework adaptive to big data realities requires combining
reinterpreted existing principles with new principles unknown to traditional
formulations. Reinterpretation is necessary because existing principles—such as
collection limitation, purpose specification, and individual participation—retain core
normative value but require adaptation to big data characteristics (Batey, 2022). Adding
new principles such as proportionality, precaution, algorithmic fairness, collective data
governance, and expanded portability is necessary to address protection dimensions
uncovered by old principles. This combination yields a comprehensive normative
framework responsive to technological developments without abandoning foundational
values. This framework protects individual rights while promoting responsible, equitable
data governance. Thus, legal protection of data privacy in the big data era is achievable,
provided the law adapts and renews itself to modern demands. The principles formulated
in this section serve as guidelines for lawmakers, supervisory authorities, and business
operators to realize effective, equitable data protection.

CONCLUSION

The characteristics of big data cause the legal construction of personal data protection
which relies on individual consent and purpose limitation to lose its effective reach. The
massive volume of data, real-time processing velocity, and variety of formats result in
consent mechanisms becoming empty formalities and render the rights of data subjects
technically difficult to fulfill. Existing laws lack instruments to address automated data
processing, fragmented chains of responsibility, and derivative information generated
from data aggregation. Consequently, a reinterpretation of the Fair Information Practice
Principles is required, alongside the addition of the principles of proportionality,
precaution, algorithmic fairness, collective governance, and expanded portability. The
synthesis of reconstructing old norms and establishing new norms yields a normative
framework capable of accommodating big data realities without abandoning the
foundational values of privacy protection. This framework shifts the protective
orientation from entry-point control toward continuous oversight over data flows and
utilization. Effective legal protection in the big data era is not an effort to stifle innovation,
but rather an effort to ensure that innovation occurs within boundaries that respect
human dignity and self-determination. The law must move in tandem with technology
while maintaining its normative function as a safeguard of fundamental rights. Therefore,
reconstructing the legal framework becomes an indispensable imperative if society is to
enjoy the benefits of big data without sacrificing basic freedoms.

For supervisory authorities, the implication is a need to enhance technical capacity and
human resources to audit data processing systems and algorithms. Digital business entities
gain guidance that compliance with data protection is no longer merely a formal
administrative requirement, but demands a comprehensive overhaul in system design and
risk management. Civil society and academics obtain a conceptual framework to conduct
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oversight and offer critiques of implemented data processing policies. Furthermore, this
study paves the way for cross-disciplinary collaboration among legal studies, computer
science, and social sciences to formulate solutions to increasingly complex privacy issues.
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